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1
Decision/action requested

This contribution proposes a new KI for TR 33.861.
2
References

[1]
TR 23.724 V1.0.0: 
Study on evolution of Cellular IoT security for the 5G System (Release 16)
3
Rationale

TR 23.724 introduces the need to provide solutions to support efficient frequent small data transmissions for low complexity, power constrained, and low data-rate CIoT UEs. In some of the usage scenarios the devices (e.g., tracking devices for both Mobile Originated (MO) and Mobile Terminated (MT)) It is expected that the number of CIoT devices will increase exponentially while the pre-device data will remain low.

The security signaling overhead for such devices may become overwhelming for the networks that serve them, may cause battery exhaustion and increased communication latency.

This contribution proposes a new Key Issue for TR 33.861 to address the security for efficient frequent small data transmissions for low complexity, power constrained, and low data-rate CIoT UEs.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.861.
***
BEGIN CHANGES
***

5.YY
Key Issue #YY: Efficient frequent small data transmissions for low complexity, power constrained, and low data-rate CIoT UEs
5.YY.1
Key issue details
There is a need to provide solutions to support efficient frequent small data transmissions for low complexity, power constrained, and low data-rate CIoT UEs. Mobility of CIoT UEs may range from full mobility, to limited mobility, to no mobility at all, depending on different use cases. In some of the usage scenarios the devices (e.g., utility meters) may not be mobile throughout their lifetime. However, one can imagine scenarios where some devices have either limited or full mobility. It is expected that the number of CIoT devices will increase exponentially leading to their massive deployment while the per device data amount whether transmitted or received will remain small.

5.YY.2
Security threats
The security signaling overhead for frequent data transmission from massively deployed low data-rate CIoT UEs may lead to DOS/DDOS on the availability of network services, CIoT UE battery exhaustion, and may result in increased communication latency.

Lower than EPS security protection for frequent data transmission and low data-rate CIoT from a large number of CIoT devices can serve as a vulnerability for exploits and network availability attacks on CIoT (e.g., bidding down attacks).
5.YY.3
Potential security requirements
5G CIoT system should limit the security signaling overhead for frequent data transmission and low data-rate CIoT UEs.

5G CIoT system should provide an equivalent or reduced level of power consumption for frequent data transmission and low data-rate CIoT UEs as in EPS.

5G CIoT system should ensure availability of the network and at least an equivalent level of security mechanisms, as in EPS, for a massive number of CIoT devices with frequent data transmission and low data-rate.
***
END OF CHANGES
***

